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In 1942 Isaac Asimov gave his robots three laws [1]. Our plants have been full of robots for decades: 
turbines, pumps, breakers, valves. They do not walk, but they can kill. Now AI is arriving in the control room, 
and the real question is not whether machines can think. It is who is allowed to act.

I have put my answer on one page. This article walks through it.

Authority, not location

The Purdue model, published in 1992, gave plants their levels [19]. Over thirty years those levels became 
places on a network drawing [20]. Beyond Purdue keeps the numbers and changes the question. A level is a 
grant of authority, and every level states what it is allowed to vote on and what it is never allowed to do.

The ordering rule is inverse authority: the simpler and more predictable a level, the more authority it holds. 
A relay and a copper wire hold absolute authority. A model with billions of parameters holds the least. 
Authority is earned by predictability, not by intelligence.

Why does this matter now? Because AI is the most capable participant ever to enter a control room, and 
capability is exactly the wrong reason to hand out authority. A model can be brilliant and still be wrong in a 



way nobody can predict. A relay is dull and always right about one thing. The plant should trust the relay 
with the trip and the model with the explanation.

The six levels

 L0 Protection and isolation: absolute. Trips and vetoes every level, holds the lock while people work, 
never overridden. IEC 61508, IEC 61511, API 670, ISO 14118 and related standards [3][4][9][17].

 L1 Controller: acts, within protection limits. Shouts every command it executes.
 L2 Channels: gatekeeper. Data and records out, commands in, never mixed, one-way by construction.
 L3 Data nodes: hold and serve. Present data on demand and record every command given and executed. 

Never command.
 L4 Operator: decides. Every command is shouted to L3 as it is given. Human oversight as in EU AI Act 

Article 14 [13].
 L5 AI: analyzes, interprets, supports. A voice, not a vote [14].

The laws in one line each

 Meta-law: no level acts outside these laws [2].
 Law Zero, Protection: no harm to people or the environment; nothing is allowed to weaken protection; a 

lock outranks every level.
 First, Independence: if every other level fails, protection still acts [5].
 Second, Obedience: the controller obeys the operator, unless that breaks Law Zero or the First Law.
 Third, Self-preservation: the machine protects itself, but people come first.
 Fourth, The gate: data out, commands in, never mixed; channels never originate an action.
 Fifth, The record: data nodes present data and record every command, permit, lock and bypass; they 

grant no access and take no action.
 Sixth, The human decides: the operator can always ignore, override or stop any advice.
 Seventh, See everything, touch nothing: AI reaches an actuator only through a human decision.
 Eighth, Authority flows down only: failure never grants authority.

As in Asimov, a lower-numbered law always overrides a higher one.

Data in independent nodes

The second idea follows from the laws. Data does not live in one big database. It lives in many small, 
independent nodes, one for each signal, asset or record, each with its own name, its own data and its own 
meaning. Everything that follows is a result of this. The technology is technology people already know: DNS, 
IPv6, multicast and OPC UA [11][23].

Names and aliases

Naming and asset management is always a big issue in a plant. So every node has a DNS-style name, such as 
hp-steam.u1.plant.example, because people already read names like these. DNS also has aliases: the KKS 
code, the vendor tag, the HMI name and the asset number all find the same node [23]. A name is updated 
automatically when a node is born, by a person, or by a shout.



Every node lives in at least two copies, on different hardware, power and rooms, to be really redundant. 
Both copies hear the same messages, so they hold the same data without ever syncing. Losing one copy 
loses nothing.

A ring, not a stack

The levels are not stacked. They stand around the data plane, the L3 Data nodes that hold the record of the 
plant, and L2 is the ring. Every level speaks to every other only through an L2 channel. Protection sends its 
records out through a one-way diode. The operator sends commands in through a separate one-way 
channel. The record plane is wide and flows out; the command plane is narrow and flows in. The data diode 
is the enabler: light travels one way, so data and commands cannot mix, and the levels hold because the 
diode holds. A passive diode has no power and nothing to configure, so it is as predictable as a relay, and it is 
named like any other asset [24].

Every command leaves two marks. L4 shouts GIVEN, L1 shouts EXECUTED, and the data node pairs them. A 
command given and never executed raises an alarm. The record becomes an account of authority: who 
asked for what, and what the plant actually did.

Authority also follows people and devices. Every user, device and application carries its level, and a 
credential grants only what that level is allowed to do. The controller checks the stamp on every command, 
not only the login screen. Names identify; they never authorize. Nobody receives protection authority 
through the system; protection settings are changed only at the protection equipment, under its own 
procedure.

Maintenance is operation

People work inside the plant, and maintenance is part of operation. Between 10 and 15 percent of fatal 
accidents at work in Europe are linked to maintenance [21]. Isolation is there for them: the lock holds a 
machine still while someone is inside it, and the data plane hears 11MBN12AP001 released for work. The 
emergency stop stops a machine; only the lock keeps it stopped [18].

Enforced by construction

Asimov wrote his laws to show how they fail. So these laws are not left to software: copper for protection, 
light and direction for channels, signatures for names. A law that lives only in software is a wish.

The First Law can be proven before commissioning: disconnect every level other than L0 at once and watch 
protection still trip. If it does not, the plant is not ready.

What this is not

It is not a certified safety architecture and not a product. The standards in the table are the basis for each 
level; how they apply to a given plant is a matter for that plant's own safety and security studies. Some 
questions are open on purpose, such as how a controller confirms a command's authorization before it 
obeys.

This is V1.0, a statement and not a standard. The full article and the one pager are on the Beyond Purdue 
site [15]. Which law would you challenge first?



Purdue sorts devices by where they sit. Beyond Purdue sorts them by what they are 
allowed to do.
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