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Purdue sorts devices by where they sit. Beyond Purdue sorts them by what they are allowed to do.

Asimov gave his robots three laws in 1942. Our plants need the same for machines, people and Al. The simpler and more
predictable a level, the more authority it holds: authority is earned by predictability, not by intelligence. People work inside
the plant. Their safety is designed in from the start, not added later.

Authority Allowed to vote on Never allowed to Standards

LO Protection and  Absolute Trip. Veto over every level. Hold the lock. Be overridden, or depend on = IEC 61508, IEC 61511, IEC
isolation any other level. 62061 / 1SO 13849, IEC 60255,
API 670, 1ISO 14118
L1 Controller Acts Actuators, within its logic and protection limits. Act outside protection IEC 61131-3
Shouts every command it executes. limits.
L2 Channels Gatekeeper What crosses, and in which direction. Every level  Originate a command. Mix Data diodes, passive by
speaks only through L2. Out channels carry data data and commands. preference
and records out; in channels carry commands in.
L3 Data nodes Holds and Nothing. It processes, stores and presents data Grant access. Act on the DNS / DNSSEC (RFC 4033),
serves on demand. Holds the asset records and every plant. Pass a command. OPC UA, MQTT or other open
command given and executed. standards
L4 Operator Decides Commands to controllers, each one shouted to L3  Disable protection. EU Al Act Article 14
as given. Override and stop of any advice.
L5 Al Voice, no vote  Nothing. It analyzes, interprets and supports the  Touch an actuator. System One models (e.g. Jev)
operator.

Isolation keeps people safe at work: the lock holds a machine still while someone is inside it. The emergency stop stops a machine; only the lock
keeps it stopped. [17][18]

Al has a voice, not a vote.

The laws

A lower-numbered law always overrides a higher one, as in Asimov.

Meta-law. No level acts outside these laws. [2]

Law Zero. Protection. No harm to people or the environment, by action or inaction. Nothing is allowed to weaken protection. A lock
outranks every level. [1][3][4][17]

First Law. Independence. If every level above fails, protection still acts. [5][9][10]
Second Law. Obedience. The controller obeys the operator, unless that breaks Law Zero or the First Law. [1][6][7]
Third Law. Self-preservation. The machine protects itself, but people come first. [1][8][9]

Fourth Law. The gate. Out channels carry data out, in channels carry commands in. They never mix and never originate an action.
[15][19]

Fifth Law. The record. Data nodes process, store and present data on demand. They record every command, permit, lock and
bypass. They grant no access and take no action. [11][12][16]

Sixth Law. The human decides. The operator can always ignore, override or stop any advice. [13]

Seventh Law. See everything, touch nothing. Al analyzes, interprets and supports. It reaches an actuator only through a human
decision. [14][15]

Eighth Law. Authority flows down only. Information rises, authority descends. Failure never grants authority. [15]

What follows from the laws. Data lives in independent nodes, each with its own name and meaning. Names are DNS style, with
aliases, updated automatically, by a person or by a shout. Every node has at least two copies. The data diode is the enabler: light
travels one way, so data and commands never mix. [19][20]

Enforced by construction, not by programming. Copper for protection, light and direction for channels, signatures for names. A law
that lives only in software is a wish.

Purdue sorts devices by where they sit. Beyond Purdue sorts them by what they are allowed to do.
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